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Agenda

* Introduction to Process Safety

* Functional Safety Standards

* Independent Protection Layer Assurance
* SIS and Risk Management
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Process Safety

Situation

= Managing Process Functional Safety and associated Safety Instrumented Systems (SIS) in an
industrial hazardous process environment, is typically an intensive manual task consuming
valuable skilled resources and providing more value to operations than mere compliance.

Opportunity

= Productivity tools are now available to automate, to a large extent, compliance requirements
necessary for analysis, reporting, proof testing and verification of plant safety functions.

= Automating these activities helps with plant availability and reliability whilst minimizing the
operational disturbance and resource requirements necessary to perform these tasks

= Analysis of safety performance information is now possible, enabling improvement actions to
be taken.

= Safety performance information can now be extracted directly into Process Safety
Management dashboards “
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Conseguences

2005 BP Texas City Refinery Explosion
1B$ economic loss, 15 people killed

Honeywell

15th Body Pulled from Refinery

Rubble
By KEVIN NORAN
Copyrignt 2003 Mouston Chronkcle

TEXAS CITY « The anly wcrkar 3t musing %t o
wglasion of B2 Texes Coty refnery was found
Sesc i B plants nibdls todey, Basging he 2aat
13082 15 ALieas! seven clvar Biast wictma

1984 Union Carbide Bhopal Isocynate Plant
Over 3800 people killed

+ Fow alarms or interlocks in
critical locations that might
have warned operators of
abnormal conditions

» Alarms sounded so many
times a we 0 to 30
that no way to know what
the siren signified

« Emergency signal was
identical to that used for
other purposes, including
practice drills.

« Alarm at flare tower was
non-operational

1994 Texaco Milford Haven Refinery Explosion

£ 400M economic loss

o * .. wamings of the

developing problem were

room. many of which were
unnecessary and
registering with increasing
frequency, so operators
were unable 1o appreciato
what was actually
happaning ..."

2010 BP Deepwater Horizon Oil Spill:
40B$ in economic loss, 11 people Killed

» Vitalwarning s

tho Doopwator izon

ng wero switched off at the
time of the explosion in
order to spare workars
being woken by false
alarms, a federal
investigation has heard.
The revelation that alarm
systems on the rig at the
centre of the disaster were
disabled came in testimony
by a chief technician
working for Transocean,
the driling company that
owned the rig
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IPL—SIS - SIF— A COMPLEXBODY OF KNOWLEDGE
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Standards

The Specification, Design, Implementation, Operation, and Maintenance of
Safety Instrumented Systems (SISs), containing
Safety Instrumented Functions (SIFs), as
Independent Protection Layers (IPLs)

are governed by ISA and |EC standards known as the

ANSI-ISA-84.00.01-2004-IEC 61511-1 Functional Safety Series
— containing multiple parts.

Thisis a and body of knowledge.

Keeping track of a variety of issues mandated by these standards has long been an
arduous and error-prone task.
‘9.0 L



Definitions

Relevant Definitions
Process Safety Event: What SIS-SIL-SIF-IPLis there to prevent!
Safety Instrumented System (SIS):
Hardware and software safety controls on critical process systems
Safety Integrity Level (SIL):
The relative level of risk-reduction needed to mitigatea hazard:SIL-1,2, 3, and 4, each level requiring
different design methods.
Safety Instrumented Function (SIF):
A specific controlfunction used to achieve a SIL. An Emergency Shutdown (ESD) is an example of an SIF.
Independent Protection Layer (IPL): A prevention method that is independent of any other such method.
Safety Alarm: an alarm used as an IPL, with a 10% risk reduction credit. Such alarms must have periodic
operatortraining, defined responses, suppression control, and several other administrative and depiction
requirements.
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Definitions

Relevant Definitions

— Process Safety Time:

The amount of time between an initiating event in the process and a hazardous result, if a mitigating safety
function is not performed.

— SIF DesignTime:

The amount of time within which a SIF is designed to successfully complete its mitigating action. The Design
Time must always be shorter than the Process Safety Time. This is sometimes called the “response time” of the

SIF.
— Process Safety Time » Hazardous

Initiating event
eventor

. occurs
condition
occurs

< >

Example SIF Design Time: O
| Safety Case
Must fit within Process Safety Time ( %) sumposium <ol
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Standards

* |SA and IEC standard: ANSI-ISA-84.00.01-2004-IEC61511-1 Functional
Safety Series

* Covers the Specification, Design, Implementation, Operation, and
Maintenance of

= Safety Instrumented Systems (SISs), containing
= Safety Instrumented Functions (SIFs), taken as
* Independent Protection Layers (IPLs)

* Comprehensive and Complex body of knowledge

Keeping track of a variety of issues mandated by these
standards has long been an arduous and error-prone task.
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Functional Safety Lifecycle

DESIGN OPERATION

N EMEWSE

Ha'z_ard' 2 SIL Sz_ifety _S_IL _ Verifying
Identification BetErT nE G Requirements Verification Controls
* PHA/HAZOP * LOPA * SRS *FTA * MOC
« Process Hazard < Layers of « Safety * Fault Tree * Periodic Testing
Analysis Protection Requirements Analysis * ByPass Management

Analysis Specification * Reporting
« Compliance
* Demand Analysis

* Non conformance

What is * KPI
Check L
the . e Significant
: reliability :
impact? improvement
opportunities here!
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IPL, SISand Risk Management

* Taking IPL Credit for Risk Reduction
= SIF must be defined and communicated
" Engineered implementation of SIF to achieve a SIL
= Regular verification (testing) mandated by regulations

= Bypass system a must for operations

* Required to startup a plant
* Required for SIS testing

* Must be carefully managed

* Must understand increased risk while in bypass ‘
e Supplemental Proceduresare common to mitigate abnormal risk when in bypass

Y Saofety Case
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How are |PLs managed today?

* Spreadsheets

* Written Procedures
= Qperating
= Bypass

* Manual Testing
= Maintenance

Work Order and Assessment: A1940
volunts i il

When finished, report the case #, . hours worked, and initials of resident present during worl
1940 [ [Entered by: MHH-Brookiyn NY Stake | Jclaimed by: MHH-Brooklyn NY Stake

Online

Offline
Full/Partial stroke
Etc.

* Process Drawings

* Work order systems

° Handwritten notes

°* Homegrown applications

* Verification of Design Demand Rate

Disparate solutions with no input controls, no interoperability, limited
change tracking, and limited functionality
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IPLManagement Challenges

* Visibility of current risk

= Many ways to disable IPLs
* Manual effort to aggregate and contextualize data

* |[PL/SIS/SIF lifecycle challenges

= Safety system must be highly reliable

= Testing and validation is highly inefficient and creates risks
* Consumes Technical and Maintenance resources during turnarounds
* On-line testing introduces reliability risk and potential lost production

= SIS demand rate and failure rate are difficult to track, but are required in the
standards to track for verification of proper design

= SIL validation is based on difficult to collect demand and failure data
Consequence of a failure on demand of an IPL/SIF R, corer cose

Q’ Symposium 2018
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|IPL Analytics— Better way to manage IPL’s

Safety System
Performance
Analysis and

Configuration and Design

Data for Each SIF
Design Time, Process Safety

Time, Testing Interval, Risk, === Reports
Consequence, Severity, I L — |
S I L Level’ etc . nun:-:ws-[ Custoen... l 1r.sr':.:. Ilm:Qmm][ Last Yese | [ This Year Il Today ] Last Marth mam” Yesterday | | Last7 Days : ||
-‘ - G\T"Gﬂ ; .: A [ = Z \” ) ;\ In;mw E:N:-mh |n “|
T 2 . = = : - il Hiin
& | PDF [

Process and Event Data from
the control system

SIF Activation, Success or Failure
Verification, Bypass, Un-Bypass,
Test, etc.
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IPL Assurance Analytics

Benefits

= Assures the Safety System is Functional
* Automated notification of failuresto appropriate personnel
* Bypass management, SIS availability, and risk assessment
= Reduced productioninterruptions
* Use DOSS event as SIS test
* Reductioninon-linetesting
* Improved Turnaround Efficiency
* Reductioninvalidation testingduring turnarounds
= Accurate SIL determination
* Process demands and failuresare documented every activation
* Improved accuracy of validation testing; “proof test” at process conditions
* demandrate for verifyingdesign
= Complete documentation of all safety functions and testing
* Maintenance forecasting for testing plans W, soreru cose
 Auditevidence as required by IEC 61508 and IEC 61511 ‘: s




IPLD

ashboard: Actionable Data Analytics

Safety System and Safety Device Assessment
Integration of Safety Functions and Risk

e PHA Risk Assessment
* |PL Service Status
* PM Maintenance

Unified view of safety critical devices

Location: =~ BYO Bayport

Item Details

Hazard Matrix

Hazard Current Risk Unmitigated Risk | Target Risk IPL Credits
Ho402 uc [} 4
IPL PM Past Due
PSVI01 1
Ho4.03 4
IPL PM Past Due
PSVI0 1

| H45 4
IPL PM Past Due

3PSVI0T 1

8Y0 Bayport
#IPLUnavailable

1

IPL Credits

4

1

IPL Credits

4

1

IPL Credits

4

Consequence Matrix

¥ Dashboard 43

Unitgated Cuvv’cﬂ

e

Clarity  Location: w * .

View:  IPL Summary

m Unavailabl 00

BG 0 0
CA 0 0
C-Line 4 3
DL o 0
[ o 0
Edine o 0
BX o 0
Fs 0 0

Out of Service

C: Line
IPL Description IPL Credits ~ PHA Criti_

PSv on the pressurization ves
dum -
PSV onthe Feed Tank ..

YES
PSY on the 2nd stage of the
tecycle gas compressor 4 YES

Current Ri

* . & 40202
IPLs Unavailable
C-Line
PM Past Due
0 A
0
2
" 005
) PMPasiDue
W Unavailable
0
0
0
0 v
PM Past Due
C: Line
TargetRisk  Type IPL Description IPLCredits PHACrt_  CumentRi. TargetRisk DaysioPM
Relief
D PSV on the Teal seal pot 4 YES uc D 98
Device
I Relief PSV on the 2nd stage of the
Device 4 YES uc D 315
Relief
D
Device
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|PLManagement: Critical Success Factors
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On demand, current visualization of risk

Assures the safety systemis functional
= Automated notification of failures to appropriate personnel
= Bypass management, SIS availability, and risk assessment

Reduced productioninterruptions
= Use DOSS eventas SIS test
= Reduction in on-line testing

Improved turnaround efficiency
= Reduction in validation testing during turnarounds

Accurate SIL determination
" Process demands and failures are documented every activation
= Improved accuracy of validation testing; “proof test” at process conditions
= Demand rate for verifying design

Complete documentation of all safety functionsand testing

= Maintenance forecasting for testing plans
= Audit evidence as required by IEC61508 and IEC61511
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