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Introduction

* Exponent is a multi-disciplinary consulting firm that brings together more than 90
different disciplines to solve important engineering, science, and regulatory issues
facing our clients
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Background

Exponent Failure Analysis Associates

Samsung Recall Support

Note7 Investigation

Root Cause Analysis Analysis of Toyota ETCS-i
System Hardware and
Kevin White, PhD Software

Principal Scientist
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Main Message

* Rigorous human factor analysis should be employed proactively and early to assess
the overall risk with the goal to minimize it

* Human factor analysis ideally should be based on scientific method and testing;
decisions need to be based on both qualitative and quantitative data via thorough
analysis and testing

* New tools have been developed to help with HF testing, including AR/VR, training
regimes and physiological sensing
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Operator Error

33 miles west of
Los Angeles, the

2008 Chatsworth
accident occurred on
Metrolink’s Ventura

Subdiviston. Source:
NTSE

Bllevel passenger coach

of the type Involved In

the 2008 Chatsworth
accldent. Though referred
to as bilevel, these coaches
actually have three separate
levels of passenger seating
accommodations for 142
t0143 seated passengers

or about 360 passengers
(standing and sitting).
Source: NTSE

Off the ralls

Every unique railroad accident produces an.abundance
Accident site = of unique data that must be analyzed and interpreted

January 26, 2005: In an alleged attempt to commit suicide, a man parked his

his mind at the last minute, he jumped out of the way before a fast-moving
southbound Metrolink train struck the Jeep, derailed onto a siding and struck a
parked Union Pacific freight locomotive, and jackknifed to collide with another
Metrolink train traveling in the opposite direction. 11 people died and nearly 200
were injured.

commuter train allegedly skipped a red light. The Metrolink train collided head-
on with a Union Pacific freight locomotive in Chatsworth, California, killing 25 and
injuring over 100 people.

What these cases have in common, beyond the regrettable human tragedy, is
the vast amount of data they produce. Passenger and freight rail lines, owners
of rights-of-way, individuals, rail car manufacturers, and many other parties have
a vested interest in accurately understanding what happened in order to assign
culpability, ensure future preventability, and promote public safety.

As in these and other cases, Exponent lends its expertise to those who seek to
better understand events
where an integrated
approach can be
advantageous. Exponent
provides engineering
design, testing, accident
reconstruction, and human
factors expertise [such

as signaling or visibility)

to better reach scientific,
regulatory, and legal clarity.
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gasoline-drenched Jeep Cherokee on train tracks in Glendale, California. Changing

September 12, 2008: The worst U.S. train crash in 15 years is attributed to the train
driver who sent and received text messages seconds before his crowded Metrolink

‘The 2008 Chatsworth
accldent. The
Metrolink's
locomotive and lead
passenger car (out
of a total of three
passenger cars)
deralled. The Union
Pacific Rallroad
frelght train deralled
Its two locomotives
and 10 of Its 17 cars.
Source: NTSB
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imate Goal — Process S

Power up

The safety of nuclear power generation requires
a realistic and thorough assessment of possible risks

50

Risk for power generation grows ever more complex as potential new
threats to generating stations are identified. The tsunami generated by the 2011
magnitude 9 earthquake off the coast of Japan caused extensive damage to a nuclear
power plant near Fukushima — prompting the Nuclear Regulatory Commission (NRC) to
revisit the requirements of plants to design for, and respond to, extreme events that go
beyond what was considered by designers.

South Texas Project Electric Generating Station (STP) is an operating nuclear power
plant located near Bay City, Texas that produces 2700 megawatts of electrical power. In
2006, the plant informed the NRC of their intent to add two new Advanced Boiling Water
Reactors to the site.

Exponent assisted STP with responses to the NRC for both the existing plant safety
processes and the design of the new reactors. Exponent’s role spanned four major issues
associated with external hazards: review of seismic designs of all critical structures of the
two new reactors; hurricane simulations for the Gulf Coast using a probabilistic hazard
assessment of very rare and extremely intense hurricanes; simulations of the behavior of
spent fuel assemblies under water during earthquake shaking; and review of new safety
procedures for extreme [beyond-design-basis) events, as motivated by the events at
Fukushima. In February 2016, the NRC granted the construction and operating license for
the new plant.

along the Gulf Coast. Upper Image shows

bathymetry and topography Input, bottom Y e

lculated

UTILITIES

Spent fuel rods are
Immersed In water until
they are sufficiently
cooled to be tray

to dry storage ca
Simulating the:
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Selsmic hazard curve shows Exponent
calculations of the relationship between
ground acceleration Increases and the
return period of the earthquake.

The South Texas Project Electric Generating
Stationls one of the newest and largest
nuclear power facllities In the nation.
STP's two units produce 2,700 megawatts
of carbon-free electricity ~ providing
clean energy to two million Texas homes.
Design of nuclear power plants In the U.S.
Is subject to theapproval of the NRC, and
Itis the responsibllity of the applicant to
demonstrate to the NRC that the risks
assoclated with the construction and
operation are acceptably small. Exponent
was retained by STP to ensure that thelr
deslgns met or exceeded all of the NRC
requirements.
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Basic Premise
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System Safety =

Human Reliability = Probability of Human Error

Machine Reliability
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Memory / Information
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Time
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Scientific Approach

* Human Factors is based on well-established scientific knowledge and tools and

techniques that enable system optimization
= “Root Cause Hypotheses”
= Describes human interactions within a work system and can be applied to different systems — oil
platform, chemical process plant, hospital, etc.
= Applies to all aspect of system lifecycle, including design, operations and decommissioning
= This includes the tasks people perform, the tools and equipment they use to perform the task, the
workspace/work area where the work is undertaken, and the influence

iy Y
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Toolbox: Methodology

N

9 Data Driven
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Qualitative Approach
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Safety-Critical Task Screening

Screening Tool to Determine Task Vulnerability to Human Failure

High Medium Low N/A|
1. The intrinsic hazards associated with the task (in terms of substances, energies, or conditions)| 3 2 1 ]
2. The extent to which ignition sources are introduced by the perormance of the task 3 2 | 0
3. The requirement o override safety protection systermns as part of the task 3 2 1 |0
4. The extent to which incorrect performance of the task could lead to damage to the system k) 2 1 |0
5. The extent to which the task requires changes to the configuration of the system 3 2 1 |0

M/4, not applicable

The results for all five questions are summed, resulting in a possible score between 0 and 15. A
series of criticality bands are assigned, linked to the total score, allowing tasks to be defined as High
(9—15), Medium (5-8), or Low (1—4) criticality, and prioritized for further analysis.

* In general, qualitative approaches seek to describe the potential error,
the consequences and potential error reduction measures
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Quantitative Approaches
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Existing Standards — Software and Hardware

* MIL-STD-882E

TABLE A-l1l. Example probability levels

o
Probability Levels
Description | Level Individual Item Fleet/lnventory* Quantitative
: . . Probability of occurrence
Likely to occur often in the | Continuously
Frequent A life of an item experienced. ?g?later L @i
Will occur several times in ST R TR e
Probable B the life of an item Will occur frequently. less than 10" but greater
than or equal to 10
Likely o i Probability of occurrence
Occasional Cc -t th ¥ i o:fcur :.tome me Will occur several imes. less than 10 but greater
in the e of an fem than or equal to 107
- o Unlikely but can Probability of occurrence
Remote D gg;:‘f::'tﬁgl&:i?:ﬁ iﬁm reasonably be expected less than 10™ but ggeater
to occur. than or equal to 107,
So unlikely, it can be
assumed occumence may Unlikely to occur, but Probability of occurrence
Improbable E not be experienced in the possible. less than 10,
life of an item
Incapable of occurrence within the life of an item. This category is used when
Eliminated F potential hazards are identified and later eliminated.

13
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What about Human?

* A study in 2010 performed by the NASA Unloading risk

Predicting human error probabilities in handling of hazardous chemicals

suggested that with well-trained flight | e TN ||
controllers at Mission Control, the likelihood of |
errors in sending commands to the International sl mcndiotta sl ki

and should be Identified.
To assess the human contribution to risk in high hazard industries, various The safety and heaith of
employees, the public,

° f M I 1 qualitative and quantitative methods have been developed over the years to make e e
p a C e a I O n ra n ge ro l I I a p p rOX I l I l a e y . O human reliability assessments (HRA). By using a validated and simple approach to are maintained through

assess critical steps and determine the likelihood of failure of each step, Exponent g i ples

Potential consequences posed by uncontrolled chemical reactions - fires,

of process safety

4 employs tested methodologies to identify error producing conditions in identified management. Exponent
a ro l l n d I O- tasks and calculate the human error probability [HEP) of each and all of the tasks in hasiedhundreds
of qualitative and

* a given procedure. quantitative hazard and

risk analyses for multiple
Steam-generating Industries to help Identify
bollers, thermal oxidizers, and reduce these risks.
Industrial dryers, turbine
generators, ammonlia
refrigeration systems,
and chemical reactors
represent ust a few of the
Industrial systems and
processes that benefit Managing chemical
from process safety storage and processing
management. risks requires Insight,
experlence, and expertise.
Hazards In a chemical
facllity must be Identified
before thelr risks can be
managed.

= These errors included selecting the wrong
procedures to use, or sending the wrong command
to the ISS, and were affected by working conditions
such as fatigue, time pressure and cognitive overload.
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Human Error Probability

Number of times an error is made when performing the task

Ratio =
How often the task is completed over a given period of time

|

Some can be measured directly, some have to estimated

* Human Error Assessment and Reduction Technique (HEART)
* Nuclear Action Reliability Assessment
* Cognitive Reliability and Error Analysis Method

* And more...
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Human Error Assessment and Reduction Technique (HEART)

16

=

|dentify the full range of sub-tasks
2. Construct a nominal human unreliability score for the particular

tasks, usually by consulting local experts.
3. Based around this calculated point, a 5th —
95th percentile confidence range is established.
4. The EPCs, which are apparent in the given situation and highly

probable to have a negative effect on the outcome, are then

considered and the extent to which each EPC applies to the

task in question is discussed and agreed, again with local

experts.

5. As an EPC should never be considered beneficial to a task, it

Is calculated using the following formula:

Calculated Effect = (Max Effect — 1) x Proportion of Effect) + 1

Generic
Generic Task,
Task, HEART
HEART Nomiral
Mominal Human
Assessed Human Error Prob.
Max. Max. Max. Proportion of A d A d A d Error Prob. Value
ey Effect | Effect | Effect Affect G e || == (HEPs) (HEPs) | HEP
Question | EPCls) | #1 2 # e Calc. #1 Calc.#2 | Calc.#3 | (Table20) | (Table20) | %
3| = X 0.556410 7055641 c .16 7%
5| 22 18 D485 1.308 c .16 2%
5 = 115 052872 Torsaat c 516 7%
A 14 421711 1.168684 c 016 9%
8| 27 14 0307179 1158872 c 016 19%
9| = 1.15 0463077 1060482 C 018 7%
0| 2277 18 14 062561 1500483 | 1.250244 E 702 %
"] 14 0538002 | 1.2155608 E .02 2%
52
12| 28 g 0.507195 577756 = o 12%
| T4 0.603125 124125 E D003 0%
4| 14 0.529 12116 F 0.003 0%
5,2,
O g 18 0.58475 5.678 14678 & e 2%
5.2,
16| o7 g 18 1.4 0520148 s23ates | 142337 | 1211888 & 0.003 2%
7| = 10 0412683 4714147 F 0.003 1%
13,27, - oo
18| a3 4 14| 115 0.552439 2857317 | 1200076 | 1082868 ; 1%
18] 22 18 047622 1.380076 c 018 2%
20| 2227 18 4 0448205 1258564 | 1.170282 C 016 26%
21| =5 1 0573415 1.057342 c (X3 17%

A final estimate of the HEP is then calculated, in determination of
which the identified EPC's play a large part.
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Error-Producing Conditions

17

Erorproducing condition

Maximum predicted nominal
amount by which unreliability
might change &o\g Srom good”

conditions fo

-

Unfamiliarity with a situstion which is potentially important but which oaly
occurs infrequently or which is novel
A shortage of time available for error detection and correction
A low signako-noise ratio
A means of suppressing or overriding information or features which is too easily
accessible
No means of conveving spatial and functional information to operatoes in
a form which they can readily assimilate
A mismatch between an operator’s moded of the world and that imagined by
the designer
No obvious means of reversing an unintended action
A chamel capacity overdoad, particulirly one caussed by simultaneous presentation
of non-redundant information
A need to unleam a technique and apply cae which requires the application of an
opposing philosophy
The need to transfer specific knowledge from task to task without loss
Ambiguity in the required performance standards
A mismatch between ived and real sk
Poar, ambiguous or ilkmatched system feedback
No dear direct and timely confirmation of an mtended action from the portion
of the system over which control i to be exerted
Operator inexperienced (e.g. a newly qualified tradesman, but not an ‘expert’)
An impoverished quality of information conveyed by procedures and
rson-person Interaction
Little or no independent checking or testing of outpat
A conflict between immediate and long-term objectives,
No diversity of infarmation input for veracity checks
A mismatch between the educational achicvement level of an individual and the
requirements of the task
An incentive 10 use other more dangerous cedures
l:cd_rogppatunhy to exercise mind and body outside the immediate confines of
the j
Unreliable instrumentation (enough that it is noticed)
A need for absalute judgements which are beyond the capabilities or experience
of an operator
Unclear allocation of function and responsibility
No obvious way to keep track of progress during an activity
A danger that finite physical capabdities will be exceeded
Litde or no intrinsic meaning in a task
High-level emational stress
Evidence of il-health amongst operatives, espedally fever
Low workforce morake
L i y of g of displays and procedures
A poor or hostile environment (below 75% of health or lifethreatening severity)
Prolonged Inactivity or highly repetitious cycling of low mental workload tasks

Disruption of normal work-sleep cycles

Task pacing caused by the intervention of others
Additional team members over and above those necessary
to perform task normally and satisactorily

Age of personne] performing perceptual tasks
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Toolbox: Testing Methodology

Measured Outcomes

* Response Times
* Time to Completion
* Error Rates
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Control Panel
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Case Study: User Interface
* Non-physical affordances that affect user experience
(e ATET 125‘;?? @ 1 10% 0 ) — __ S—
= < App Notifications

5:19 PM
®

| App Store wtll T

<
Setup Checklist

-

Before starting, make sure:
* You have your Wi-Fi password

» Your robot is on its Home Base

Get started

20

Where to?

Home

%

Do more with your a

Get food delivery

Make money driving

Your Trips
(‘%Ca rex
%4 Univer
0 o Payment
g Get up to 5% off
arket:Sy. %
Help

Uber Rewards

Free Rides
‘.J
Snvuces, i ] .
i Settings
You're invited to join UberRe | | egal
Join at no cost to start earnin
Cash and other benefits
&7

e ~t

Quantifying the Qualitative

Bin Full

Robot Software Updates

Email Notifications

8 8 B8 6

iRobot News and Product Updates
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Case Study: User Interface

Percentage of Success (Errors)

Average Rating (1-7)/Task Average Number of Prompts

Connect Roomba to app 5.2 2.6
Connect Roomba to Wifi 4.2 1.6
Find home button 3.4 0.6
Setup cleaning schedule 3 0
Rename Roomba 2.2 0

% “ Safety Cose
’ Symposium 2019

> Mar 26 - 27, 2019



Case Study: User Interface

* Subject Responses

This

doesn’t
MELG | am
sense :

\ confused

| don’t

I don’t understand
know how e

to do this I
don't |
Vet it A

22

p—

Whyis '
this not -
\easier j This is

frustrating

e r—
I’'m not
This is this

) \bizarre &tupid
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| | feel
A dumb )
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| can’t

find the

Qutton
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The layout
) does not

. I

don’t

understand

why that

button is not

there

make sense

of that

button makes
Zero sense

5

£ _

" The location

| thought
this is
where it
would be,
but it is not 4
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Additional Toolboxes

Saofety Case
Symposium 2019
Singapore

Mar 26 - 27, 2019



New Technology in AR/VR

24
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https://pixogroup.com/osha-safety-sweep/
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New Technology in AR/VR

Full HD
wide angle
scene camera

Gyro and
accelerometer

( ) Removable

protective lens

Exchangeable
2 cameras nose pad
per eye
Microphone
http://www.eyetracking.com/Hardware/Tobii-Pro-Glasses-2 https://www.microsoft.com/en-us/hololens/buy
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Physiological Sensing

* Body Condition

°* Emotions

= Electrocardiography, electroencephalography, electromyography, pulse oximetry,
blood pressure measurements, respiratory transducer, body temperature
measurements, galvanic skin response measurements

* Ergonomics

= Body pressure transducers
= Eye tracking

safetg Cose
sgmposium 2019
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ometimes it’s inevitable...

Powder keg

The last black powder manufacturer in the United States
experiences an explosive mystery

GOEX, the last black powder manufacturing facility in North America, exploded
on June 7, 2011, destroying a section of the plant. The accident originated in the
corning mill where pressed black powder cakes were fed through an aluminum

worm screw into a feed hopper. Cakes were then moved along four sets of rolls . - The GOEX factory In Minden, Loulslana,
- — " . . Investigation concl / % i produces black powder for a wide range of
and sieve shakers to reduce their size to the desired granular dimensions. thata plece ,,qﬁ 3 ) P customers. Black powder Is used for loading
Inadyertently Introduced 3 ” & _— a varlety of antique and other weapons,
In conjunction with the owners of the plant, Exponent conducted an engineering I TSN > A \ 4 : Including such firearms as round ball rifles,

N N . " aa " " kets, pistol: d h .
investigation of the explosion and concluded that friction from a contaminating muskets, pistols and revolvers.

quartz pebble generated sufficient heat to initiate the explosion. One of the
recovered fragments from the hopper exhibited a distinct starburst pattern that

is characteristic of a surface initiation of explosives. A quartz pebble was also
discovered embedded within this fragment, directly below the starburst pattern.
An alternate mechanism that could not be ruled out was frictional heating due to a
fragmentation failure of the aluminum worm.

Embedded quartz plece over starburst
pattern on hopper fragment.

Due to the unique nature of the product, it might not be possible to eliminate

such events during the corning operation. However, based on findings from

this investigation, the Exponent team developed a series of procedural
recommendations that were implemented by the facility to minimize the frequency
of such incidents.

The explosion fragmented
the screw worm and
hopper and destroyed the
corning mill structure.
Subsequent examination
of recovered fragments of
the screw worm suggested
that the Incident was
likely triggered whena
plece of quartz that had
contaminated the batch
Impacted the aluminium
‘worm. Photos (right]
depict: (a) tragmented
worm; (b crater under

5 hopper and worm; and
82  CHEMICAL | n. (c] destroyed coring mill.
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Main Message

Rigorous human factor analysis should be employed proactively and early
to assess the overall risk with the goal to minimize it

Human factor analysis ideally should be based on scientific method and
testing; decisions need to be based on both qualitative and quantitative
data via thorough analysis and testing

New tools have been developed to help with HF testing, including AR/VR,
training regimes and physiological sensing
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Contact Information

Ray Huang
rhuang@exponent.com
+852 5596 7869

Exponent Inc. — Asia Pacific

Hong Kong | Shanghai | Singapore
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