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Introduction

• Exponent is a multi-disciplinary consulting firm that brings together more than 90 
different disciplines to solve important engineering, science, and regulatory issues 
facing our clients
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Background
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Oklahoma City bombing Hurricane Katrina World Trade Center



Main Message 

• Rigorous human factor analysis should be employed proactively and early to assess 
the overall risk with the goal to minimize it

• Human factor analysis ideally should be based on scientific method and testing; 
decisions need to be based on both qualitative and quantitative data via thorough 
analysis and testing

• New tools have been developed to help with HF testing, including AR/VR, training 
regimes and physiological sensing
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Operator Error
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Ultimate Goal – Process Safety
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Basic Premise
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System Safety = Machine Reliability x Human Reliability

Human Reliability = Probability of Human Error (Human Factor for a Task)



Scientific Approach 

• Human Factors is based on well-established scientific knowledge and tools and 
techniques that enable system optimization

 “Root Cause Hypotheses”

 Describes human interactions within a work system and can be applied to different systems – oil 
platform, chemical process plant, hospital, etc.

 Applies to all aspect of system lifecycle, including design, operations and decommissioning

 This includes the tasks people perform, the tools and equipment they use to perform the task, the 
workspace/work area where the work is undertaken, and the influence 
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Toolbox: Methodology
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Qualitative Approach
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Safety-Critical Task Screening
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• In general, qualitative approaches seek to describe the potential error, 
the consequences and potential error reduction measures



Quantitative Approaches
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Existing Standards – Software and Hardware

• MIL-STD-882E

• IEC 61508
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What about Human?

• A study in 2010 performed by the NASA 
suggested that with well-trained flight 
controllers at Mission Control, the likelihood of 
errors in sending commands to the International 
Space Station ranged from approximately 0.1 to 
around 10-4. 

 These errors included selecting the wrong 
procedures to use, or sending the wrong command 
to the ISS, and were affected by working conditions 
such as fatigue, time pressure and cognitive overload.
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Human Error Probability 
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How often the task is completed over a given period of time

Number of times an error is made when performing the task
Ratio = 

Some can be measured directly, some have to estimated

• Human Error Assessment and Reduction Technique (HEART)

• Nuclear Action Reliability Assessment 

• Cognitive Reliability and Error Analysis Method

• And more…



Human Error Assessment and Reduction Technique (HEART)
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1. Identify the full range of sub-tasks 

2. Construct a nominal human unreliability score for the particular 

tasks, usually by consulting local experts. 

3. Based around this calculated point, a 5th –

95th percentile confidence range is established.

4. The EPCs, which are apparent in the given situation and highly 

probable to have a negative effect on the outcome, are then 

considered and the extent to which each EPC applies to the 

task in question is discussed and agreed, again with local 

experts. 

5. As an EPC should never be considered beneficial to a task, it 

is calculated using the following formula:

Calculated Effect = ((Max Effect – 1) × Proportion of Effect) + 1

A final estimate of the HEP is then calculated, in determination of

which the identified EPC's play a large part.



Error-Producing Conditions
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Why? 



Toolbox: Testing Methodology
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Measured Outcomes

• Response Times
• Time to Completion
• Error Rates



Control Panel 
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Case Study: User Interface

• Non-physical affordances that affect user experience
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Case Study: User Interface

• Percentage of Success (Errors)
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Task Average Rating (1-7)/Task Average Number of Prompts

Connect Roomba to app 5.2 2.6

Connect Roomba to Wifi 4.2 1.6

Find home button 3.4 0.6

Setup cleaning schedule 3 0

Rename Roomba 2.2 0



Case Study: User Interface

• Subject Responses
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I am 
confused

I don’t 
know how 
to do this

The layout 
does not 

make sense

I don’t 
understand 

why that 
button is not 

thereThis is 
frustrating

I can’t 
find the 
button

I thought 
this is 

where it 
would be, 

but it is not

This is 
bizarre

I don’t 
understand

This 
doesn’t 
make 
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Why is 
this not 
easier

I feel 
dumb

I’m not 
this 

stupid The location 
of that 

button makes 
zero sense

I 
don’t 
get it



Additional Toolboxes
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New Technology in AR/VR
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https://pixogroup.com/osha-safety-sweep/



New Technology in AR/VR
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https://www.microsoft.com/en-us/hololens/buyhttp://www.eyetracking.com/Hardware/Tobii-Pro-Glasses-2



Physiological Sensing

• Body Condition

• Emotions
 Electrocardiography, electroencephalography, electromyography, pulse oximetry, 

blood pressure measurements, respiratory transducer, body temperature 
measurements, galvanic skin response measurements

• Ergonomics
 Body pressure transducers

 Eye tracking
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Sometimes it’s inevitable…
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Main Message 

• Rigorous human factor analysis should be employed proactively and early 
to assess the overall risk with the goal to minimize it

• Human factor analysis ideally should be based on scientific method and 
testing; decisions need to be based on both qualitative and quantitative 
data via thorough analysis and testing

• New tools have been developed to help with HF testing, including AR/VR, 
training regimes and physiological sensing
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