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Agenda

Software Development

Engineering Tools

Safety Applications

Application Program Functional Design
Instancing of pre-tested Modules
Validation Planning and Testing
Testing of Applications
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High-End Software?

Safety Automation

Automation

Applications

Engineering Tools

Operating Systems

Sensors / Logic Solvers / Actuators
10 < Risk Reduction < 10.000

Security Environment

Risk Reduction < 10

Safety Engineering
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Common practice of “Software development”

* Do a functional System specification
* Define the System Architecture

e Evaluate market available Modules
* Select & purchase Modules

e Select needed module functions

Needed
function

Software
Inputs
p Module outputs

Module =¥

function

Safety Engineering

Soff,
Soft! \Va'| Software ’ ‘
Mol Module

[IN

oftware Software
Module, - B e
v

Specification of modules as available
Quality of the modules as available
Modules having unused features on board
“Hidden” functions creating additional risk
Overall complexity increased
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HIMA process to “develop” Software

* Do a functional System specification

* Define the System Architecture

* Design the architecture test specification
* Design the module Specification

* Design the module test specification

Software

Inputs & Module

=» outputs

Safety Engineering

Software Software Software Software Software
Module Module Module Module Module

Software Software Software Software Software
Module Module Module Module Module

Software Software Software Software Software
Module Module Module Module Module

Software Software Software Software Software
Module Module Module Module Module

Specification of all modules as per FSM
Modules having no hidden features on board
(We know what we get!)

Module design fully under control
Complexity minimized
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Software Quality and how to cope with it

Common practice

* Define functional environment

* Start testing

 Document and process recognized errors
* Test till statistical benchmark is reached

Software is released if

Zerrors recognized per week
g P < Benchmark

z:all errors recognized

Reliability Objective:
Reach a statistical Benchmark for systematic Errors (!)

Patches in weeks (days!?!)

6 Safety Engineering

HIMA process

* Define test plan covering 100% of
specified function (each line of code)

* Execute Tests

 Document executed Tests

Software is released if

* Test program is executed

e All errors found are processed
* Error fixes got re-tested

Reliability Objective:

Software free of deviations from spec

Updates in Years
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High-End Software Engineering Tool

Safety Automation

Automation

Applications

Operating Systems

Sensors / Logic Solvers / Actuators
10 < Risk Reduction < 10.000

Security Environment

Risk Reduction < 10

Safety Engineering
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Engineering Tools for High-End Software

Challenges to be mastered:

* Need to use a COTS Platform

* Need to define kind and usage of operating system

* Need to harden Software and data against manipulations
* Need to implement an Audit trail

* Need to implement a User Management
* Need to develop an IP protection concept

Tool made available is:
* Developed following SIL recommendations
e Having SIL 3 capable SW functions
capable to deliver SIL 3 compliant SW
* Covering design as well as testing
* Integrated part of a SIL compliant engineering workflow
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High-End Software: Applications

Applications

Engineering Tools

Operating Systems

Sensors / Logic Solvers / Actuators
Safety Automation 10 < Risk Reduction < 10.000

Security Environment
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High-End Software: Security

HIMA Security Environment for Functional Safety Hilax H'Ma% H'Q%
HIMA Secure Safety Core T
e a i
i ) =i
Interf:
Prr::n:y :i?teer HIMA
() DCS
\-’ J - Information
Interface Domain
Proxy Filter

HART

DCS - Automation Domain

Plant Security Zone
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High-End Software: Applications

11

Applications

Engineering Tools

Operating Systems

Sensors / Logic Solvers / Actuators
Safety Automation 10 < Risk Reduction < 10.000

Security Environment
Automation Risk Reduction < 10

Safety Engineering
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Safety Engineering as per IEC 61511 ed. 2

Auxiliary media (supply voltage, instrument air, hydraulic pressure etc.) according to IEC 61511-1 11.2.13
r

Sensor : Interface Actuator

according according i i according according
IEC 61511 IEC 61508 IEC 61508 IEC 61511
10.5.2 ! ! 10.5.2

Security, according IEC 61511-1 11.2.14
Scope of IEC 61511

Managed engineering tasks:

* Define function

 Select & qualify equipment

* Select, implement & qualify functions

IEC 61511-1 10.5.2: Selection of devices
IEC 61511-1 10.5.3: Selection of devices based on prior use
Saofety Case
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Application Development Process

Effects
TAG PMV35001A PMV35001B PMV35002 |PMV35003 |PMV35004
TAG SIL 3 2 2 2
PICZA35002 A
f' PICZA35002 B 3 I I I I
Define PICZA35002_C
Modules TICZA35002 A
TICZA35002 B 3 Il I I |
« |TICZA35002_C
% |GI35001AC 3 | C1l C1 01
Test Modules & [css001BC 3 | Cc1 Cc1 o1
GI35001CC 3 I C1l C1l 01
LICZA35101 A
LICZA35101 B 3 Il I Il I
Instance tested LICZA5100C
Modules
L
Test egend
. . I 2003 Input switch off when trip point Low
Appllcatlon I 2003 Analog Input switch
o1 Monitor Valve travel; open if too slow
Test C1 Monitor Valve travel; close if too slow

SIS Function
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Implementation of Software Modules

e Typical function either in i
» ST
» C++

e Different languages

can be combined cEE

- @ programming and Debugging Tool

|

Blocks. | LocalVarisbles | Comnmectors | Instances | System Variables | i Pagelist | CrossReferences
MName 4 | patatype | mnitial Value | Description | Additional Comment |Teddeﬂ|t|R.EIzm|C:x\s| Structure Info | Info - |

&) cI35001AC BOOL Feedback Valve PMV35001A

&) cIzs0018C BOOL Feedback Valve PMV350018

) 135002 BOOL Indication Hoockup

) GI35002_AC BOOL Magrifold CH A

) 6135002 BC BOOL Magrifold CH 8

&) GI35002_CC BOOL Magrifold CH C

& Pzazso02 BOOL Indication Pressure > max
BOOL Pressure Switch

B e Eit

This view is empty.

joooooood

Date/Time - | severity | Target Path
33 @ 20/01/201903:55:39.048 Info Document generation started.
20/01/2018 09:55:39.504  Info Document generation completed.
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How to Validate Software Modules

SRS
IEC 61511-1 10.3.2 Validation PIannmg
g (IEC 61511-1 15.2.2)

Application Module

(IEC 61511-1 12.1 to 12.3)

&

1 5 SEQUENCE
=l PREPARATION
(= SET_VALUE
PIZA35002_A
PIZA35002_B
PIZA35002_C
= CHECK_VALUE
PIZA35002
= CASE
2 SET_VALLE
PIZA35002_A
PIZA35002_6
PIZA35002_C
=) CHECK_VALUE
PIZA35002
= CASE_1
(= SET_VALUE
PIZA35002_A
PIZA35002_B
PIZA35002_C
= CHECK_VALUE
PIZA35002
= CASE2
2 SET_VALLE
PIZA35002_A
PIZA35002_6
PIZA35002_C
=) CHECK_VALUE
PIZA35002
= CASE_3
(= SET_VALUE
PIZA35002_A
PIZA35002_B
PIZA35002_C
= CHECK_VALUE
PIZA35002
= CASE4
2 SET_VALLE
PIZA35002_A
PIZA35002_6

- SIS =815 [150]
- ] SIS_SIEBER [500]
' ™ Programming and Debugging Tool

308000000 §
cooaoooog

Enginegring Tool

§
i
i

i
|

Validated modules can
be protected against
(unwanted) changes

In SIL 3 Quality!

o e e i e o B P I

IEC 61511-1 15.2.4

Saofety Case
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Tasks to Handle Validation Plans

Name Type Setpoint Description Specification
SEQUENCE SEQUENCE
SEQUENCE PREPARATION PREPARATION
- - SEQUENCE PREPARATION.RESET RESET .

D efl ne b ase | Ine at SILlworX e SET VALUE Set pre-conditions
SEQUENCE.PREPARATION.SET_VALUE.GI35002 AC_[BOOL 2003InputA__|1="ON"
SEQUENCE PREPARATION.SET_VALUE.GI35002 BC [BOOL 2003InputB__|1="ON"
SEQUENCE PREPARATION.SET_VALUE.GI35002_ CC__[BOOL 2003InputC__|1="ON"
SEQUENCE.CASE CASE
SEQUENCE CASE.SET_VALUE SET_VALUE

- SEQUENCE.CASE.SET_VALUE.PIZA35002_A BOOL 2003InputA__|1="ON"

EX po rt to fl at fl Ie (CSV) SEQUENCE.CASE.SET_VALUE.PIZA35002_B BOOL 2003InputB__|1="ON" Execute test case
SEQUENCE .CASE.SET_VALUE.PIZA35002 C BOOL 2003InputC__[1="ON"
SEQUENCE CASE.CHECK_VALUE CHECK_VALUE
SEQUENCE.CASE.CHECK_VALUE PIZA35002 BOOL Check Output__|1="ON"
SEQUENCE.CASE_1 CASE . .
SEQUENCE.CASE_LWAIT WAIT Wait to stabilize Wait state, optiona I
SEQUENCE.CASE_L SET_VALUE SET_VALUE

IVI O d ify fI at fi | e a S re q u i re d SEQUENCE.CASE_1.SET_VALUE.PIZA35002_A BOOL 2003 InputA ="ON"

SEQUENCE.CASE_1.SET_VALUE.PIZA35002_B BOOL 2003 Input B ="ON"
SEQUENCE.CASE_1.SET_VALUE.PIZA35002_C BOOL 2003 Input C ="ON" E xecute test case
SEQUENCE.CASE_1.CHECK_VALUE CHECK_VALUE
SEQUENCE.CASE_1.CHECK_VALUE.PIZA35002 BOOL Check Output  |1="ON"
SEQUENCE.CASE_2 CASE

SEQUENCE.CASE_2.SET_VALUE SET_VALUE

R e = i m p O rt i n t O S I LWO rX SEQUENCE.CASE_2.SET_VALUE.PIZA35002_A BOOL 2003InputA _ |1="ON"

SEQUENCE.CASE_2.SET_VALUE.PIZA35002_B BOOL 2003 Input B ="ON" E xecute test case

SEQUENCE.CASE_2.SET_VALUE.PIZA35002_C BOOL 2003 Input C ="ON"
SEQUENCE.CASE_2.CHECK_VALUE CHECK_VALUE
SEQUENCE.CASE_2.CHECK_VALUE.PIZA35002 BOOL Check Output  |1="ON"
SEQUENCE.CASE_3 CASE
SEQUENCE.CASE_3.SET_VALUE SET_VALUE
SEQUENCE.CASE_3.SET_VALUE.PIZA35002_A BOOL 2003InputA  |1="ON"

SEQUENCE.CASE_3.SET_VALUE.PIZA35002_B BOOL 2003InputB  |1="ON"

SEQUENCE.CASE_3.SET_VALUE.PIZA35002_C BOOL 2003InputC  |1="ON" EXECUte teSt case
SEQUENCE.CASE_3.CHECK_VALUE CHECK_VALUE
SEQUENCE.CASE_3.CHECK_VALUE.PIZA35002 BOOL Check Output  |1="ON"

Saofety Case
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Instancing Process

Effects
TAG PMV35001A PMV35001B [PMV35002 |PMV35003 |PMV35004
TAG SIL 3 2 2 2
Typical 1 2 2 2

PICZA35002 A
Define PICZA35002 B 3 A / | | |\
PICZA35002 C
Modules TICZA35002 A
. [Ticzasso002 B 3 B I |
§ TICZA35002_C
& [ciz5001AC 3 C o1 C1
Test Modules GI35001BC 3 o1 C1
LICZA35101 A
LICZA35101 B K D I I
L “C
Instance tested GI35002AC o
GI35002BC 3 c c2
Modules GI35002CC N C2
Legend

TESt I 2003 Input switch off when trip point High or 2003 violended
I 2003 Input switch off when trip point Low or 2003 violended
App“cation o1 Monitor Valve travel; open if too slow
Monitor Valve trawvel; close if too slow
digital 2003, open when triggered

Test

SIS Function

Saofety Case
Symposium 2019

Singapore
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How to Instance Modules

Create a Table by exporting a flat file
* Name Instances

Page Name Instance Value Field Value Field Value Field Value Field
° A SS |g N | / O Ta gs POU Name Page Positio|Page 0/0  |Description |Drawing Number |Pos: 65/30 42/41 42/46 42/51 83/42

Rasos e | w0 | | |pizasmowz A |pizAsmooz A |pizazsooz A |pizazoos |
. . h ble i Rasol  [sys2 | ao] | | lemsooaAc  [ei3sozC  |Gis002 cC [eizsor |
Re-Import the Table into SILworX mson  Peas | e | | lucasioa [uczasmios  |uczassionc |uczasmsior |

350_ 36/25 | sl T lriczaroo01a  [piczalooois  [piczatoooic  [piczaloool
R350_ 36/24 | 1ol 1 |rizassooz_a  [pizags002_A  [Pizaasoo2 A [Piza4s002

Rsol sz | aa] | | Jomsweac oasoozec Jausoozcc Josonz |
B0 e2e | te] | | |ucsasiom [ucadsiors |uczassioc |uczadsiol |
B0l s | m| | | |iczcoooin [piczazonots Jpiczazoooic |piczazooor |
Rsod  ae2s | aw] | | |rizassoozn [pizAssoozn |pizassone A |pizassooz |
SiLworX will Rso sz | aa | | |omsweac oissoozec Jaissoozcc Jolsonz |
B0 e2s | a0 | | |ucoassion [ucsassiols Juczassioic |uczassiol |
- 01 es | 2| | | piczacooorn [Piczasooots Jpiczasoooic |piczazooor |
* (Create the instances :

e Assignl/O
* Check data for inconsistencies
 Create the related logic

In SIL 3 Quality!




Modules Instanced with SILworX

SiLworX will
Create the instances
Assign 1/0O
Check data for inconsistencies
Create the related logic

In SIL 3 Quality

SiLworx

Saofety Case
Symposium 2019

Singapore
Mar 26 - 27, 2019

19 Safety Engineering




Application Software Validation Process

Validation Plan

SRS
v

Define
Modules
v

Test Modules
v

Instance tested

Modules
+
Test
Application
¥
Test

SIS Function
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Coverage of Application Software Validation

. Auxiliary media (supply voltage, instrument air, hydraulic pressure etc.) according to IEC 61511-1 11.2.13
. Programmed functions

. L]
Sensor Interface I/Al <:::> kP <:::> O/AC Interface Actuator
° Comp|ex fu nCt|0na||t|es F according | according Controller according IEC 61508 according according =
. IEC61511 | IEC 61508 | IEC 61508 | IEC 61511 |
L| 1052 | ? ? 1052 | L
* Interactions between different LIJ o i LIJ
software modules D Security, according IEC 61511-1 11.2.14 D
- Scope of IEC 61511 o

Validation Plan is
e designed in a fashion, diverse to programming

* allowing to test complete sequences What's abOUt the "sma"" rest?

* executed in a SIL 3 compliant environment




SIS Application Validation

HIMA Secure Safety Core a
nn

SRS - 0
Prosy Fier \ 50
: - 17
Define omz =3 JE:J |
M Od U IeS Engineering Tool i{g% o I :‘ :
‘ roxy Filter 4.;'253?@0\

Test Modules

\ Validation Plan
Instance tested

Modules
v
Test

Application
v
Test

SIS Function
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Coverage of Application Validation

* Programmed functions Auxiliary media (supply voltage, instrument air, hydraulic pressure etc.) according to IEC 61511-1 11.2.13
e Interactions between different iSensor Interface I/Al <:::> uP <:::> 0/AQ Interface Actuator |
SUb-SyStemS = according | according Controller according IEC 61508 according according l F
IEC 61511 | IEC 61508 | IEC 61508 | IEC 61511
L | 1052 | ? | ? 1052 L
. U| 12053 | HARToption 1053 |y
* Interaction with BPCS T B
D Security, according IEC 61511-1 11.2.14 D
SIS application validation is — Scope of IEC 61511 q
* ExecutedinSIL3
* Allowing to test entire SIS Equipment
(depending on the instruments used) I SI L 3 I.
* Automatically documenting (correct) test execution n Qua ltV

e Supporting both, commissioning as well as recurrent testing




Take-home Points

HIMA offers an automated validation tool, which ...

e isSIL3-compliant
* meets the engineering requirements that arise from the IEC61511
e can execute and document a 100% application software validation improving the application quality
e can automatically test complete applications including sub-systems during commissioning
and recurrent testing driving compliance while reducing cost
e can automatically document results of tests executed driving IEC 61511 compliance
e can drastically reduce cost of compliance with the required validation processes

based on practical experiences those savings can reach 60 to 80%
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Safety Software Engineering

Thank you!

Peter Sieber
VP Norms & Standards. VP Region China
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